N\

\\\\\\
Q\

A

N
\k\\\\\\\\\\\\\%

N\

T

N\

N

A\

p.2
CZECH REPUBLIC:

MODERN VISUALISATION

o b e e e e e - -
e e e e e e e -

This Newsletter is published by the EUROSAI Project Group
“Innovations in EUROSAI” (Cour des Comptes/France,
Bundesrechnungshof/Germany, National Audit Office/Lithuania)
E-mail: postfach.eurosaiSGl1@brh.bund.de

p.4

USING THE DATABOX

p.5

BUDGET MONITOR - IN-
NOVATIVE ANALYTICAL
WEB-PLATFORM

BUDGET MONITOR
Analytical portal of State
Audit Office

BUDGETMONTORGE

p.7

THE OAGN DATA SCIENCE
PROJECT

p.9

TCA'S NEW ASSIGNMENT:
AUDIT OF E-GOVERNMENT
PROJECTS




Public administration collects a
large amount of data, which con-
tains a great fortune. However, only
asmall part of these data is available
in the form of open data and there-
fore cannot fully serve the public.
The SAO together with colleagues
from other public institutions
organised the first hackathon of
public administration in September
2017. The aim of the event was to
show what kind of applications
and other products can be created
from public administration data.
Teams of programmers disposed
of 60 data sets and were given 24
hours for work. In total, 15 applica-
tions were created by these teams
of programmers and experts from
various professions. The SAO was
also represented there, namely by
Mr Baxa, who created an application
called RegiskKO at the event.

The application is an alternative
form of the register of audited
bodies. The purpose of the appli-
cation is to dispose of relevant
information on audited bodies,
related audits and further details.
All of thisis well arranged on a user-
friendly map. The addresses saved
in the internal Audit Information
System “KIS" are transformed into
GPS positions on Openstreet map
by an opensource software known
as QGIS. Such added data from our
open data are connected to open
data from the Czech Statistical
Office and the Czech Cadastre
Office. In the first print screen you
can see audited bodies represented
in different colourful points and the
number shows audit volume in the
surrounding territory. In the left part
of the application you can search by
company registration number (ICQ).

OF THE
REGISTER OF AUDITED BODIES

AUDIT RESULTS DISPLAYED ON A MAP



INNOVATIONS IN EUROSAI

NEWSLETTER APRIL 2019

By zooming in, you can see many details on the map.
Colourful points divide themselves into smaller points,
each representing an individual body that was audited.
The number in any point represents repeated audits
of an audit body. If you click on the number, it gets
divided into individual colourful points representing
individual audits. They are represented in a spiral web
and the most recent audit is the furthest away. The
points are divided into three different colours according
to the audited body ownership; red = state, orange =
communal/regional; blue = private. The pink (or light
red) colour represents a specific case where the SAO
focused on a branch of any state office; this point does
not represent an independent audited subject.

The application includes reports from audits and basic
information about audited bodies in the map labels. In
the label, users can see the audit code, the title of the
audit, audited body’s official statistical number and
its name, character of residence (branch/HQ), and the
audited body s ownership. Last but not least, the link to
the audit review and the press release on this audit are
included. Press releases are also published in English.

The application is user-friendly and intuitive. It is nec-
essary to mention that RegisKO is still being developed
and its layout and functions can be changed. We
believe that this application brings added value for
“KIS" and modern and trendy tools for analyses which
are appreciated more by citizens than charts or Excel
tables used in everyday life.

The SAO’s goal is to further monitor trends
that will bring new solutions and pro-

cedures to its work so that it can stay a

strong player representing citizens. At the
same time, we want to share experience
and information with other SAls in order
to move our audit activity further on. That
is also a reason why we want to introduce
the topic of the visualisation at XI. EUROSAI
Congress held in Prague in 2020.




USING

Over the past years, the French
Cour des comptes has introduced
innovations regarding both control
methods and external communica-
tion. Among other initiatives, it has
fully engaged in the open data pro-
cess, as part of its commitments to
the open government partnership
initiative...

Regarding the specific topic of
data, the release of a data box
might be of interest for other SAls.
During our audits, we frequently
face irritants regarding the collec-
tion and use of data: requesting
the same information several times
from the same organizations; being
unable to know which specific sets
of data are available; delays as the
administration refuses or takes a
lot of time to share information...

This is all the more problematic
than auditors obviously rely more
and more on large sets of data
provided by the public organiza-
tions. Therefore, better ways to
collect data, to store and to ana-
lyze it have become crucial, as well
as the ability to link data provided
with publically available data to
add greater contextual value.

It comes with many benefits:

- Data sets are available and
ready to use.

- Auditees are not repeatedly
asked to provide the same data
sets.

- On screen data visualization
enables to drill down directly
into the data sets.

- It fosters collaborative work
since auditors can easily share
data of interest and publish
their re-use and so-called “data
stories”.

Another ongoing challenge has to
do with General Data Protection
Regulation (GDPR) compliance.
Earlier this year, the Cour des
comptes ran a full audit on the
use of personal data by its services.
Since then, we have started imple-
menting an action plan based on
its conclusions.

All these initiatives
are monitored by a soon-to-

be-appointed SAI Chief Informa-

tion Officer and an already-appointed

Data Protection Officer (Mrs Lucie
Roesch, lucie.roesch@ccomptes.fr).
They are driven by the necessity to
help our SAI being fully aware that

efficient audits are data-driv-

en audits.




State Audit Office
of Georgia

BUDGET MONITOR -

Government agencies publish
basic budgetary information, in
order to meet transparency and
accountability criteria. However,
non-specialist stakeholders face
difficulties in understanding this
information. Aggregating vari-
ous data sources to have ample
understanding about the ongoing
processes is quite complicated and
disincentives citizens to be actively
involved in the budget oversight.

This status quo was clearly articu-
lated in Open Budget Index (OBI)
2017, where Georgia received 82
points out of 100 and ranked 5th in
the world. Albeit this success, in the
Public Participation component a
score amounted to 22 that stresses
out the existing challenges in citi-
zens' engagement, that are mainly
stemming from insufficient mech-
anisms for taxpayers to participate
in Public Finance Management
(PFM) issues.

Being aware of the flaws related
to citizens’ participation and striv-
ing to improve transparency and
accountability, SAOG came up
with the innovative idea to elab-
orate an innovative web-platform
to increase taxpayers' role in the
decision-making and monitoring
processes of public finances and
to hold government account-
able. Thus, SAOG developed
Budget Monitor - an analytical
web-platform.

Budget Monitor, through incor-
porating data visualizations,
infographics and diagrams, pres-
ents comprehensive budgetary
data in easy-to-interpret manner.
These visualization tools allow
the information to be much more
interactive, so regular users can
drill down to examine the data in
greater detail. Moreover, citizens
can choose, filter, sort, compare
and export any information they
are interested in. Presenting infor-
mation in this manner increases
taxpayers awareness about PFM
issues and fosters their interest
and drive to participate in decision
making processes.

Portal provides comprehensive

budgetary information, designed

fromm auditor’s perspective, so

that no issue is left out of citizens'

notice:

- A hundred audit reports per
year;

- Expenditures of more than sixty
public agencies;

- Budgets of
municipalities;

- Around four-hundred programs
and subprograms.

seventy-six

Moreover, to deliver audit findings
and recommendations in one
space via easily understandable
manner, Budget Monitor utilizes
dynamic visual filters. These filters
enable stakeholdersto get compre-
hensive information about existing

deficiencies per public agency or to
identify systemic problems on the
country level.

To improve transparency and
accountability, increasing citi-
zens awareness about PFM issues
should be twinned with their
engagement in decision making
processes. Hence, another dis-
tinct feature of the web platform
is that it forms a channel for two-
way communication between the
State Audit Office and citizens. On
one hand, Budget Monitor equips
citizens with key budgetary infor-
mation and, on the other hand,
offers an opportunity to engage in
the audit process. By sending audit
requests and proposals through
the citizen’s page, stakeholders
(@) can express their interests in
auditing particular fields and/or
(b) report and inform SAOG about
existing deficiencies and potential
corruption risks in public spending.
SAQOCG applies predefined method-
ology to analyze and shortlist the
requests considering their impor-
tance/materiality and based on the
resultsincludesthem in the annual
audit plan.

It isworth mentioning, that Budget
Monitor was launched only a year
and half ago, yet it has already
achieved multiple tangible results.
In terms of its users, during this
period budget monitor had more
than 20,000 active users. This
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engagement has been of particular importance, since the SAOG conducted
10% of its audits upon citizens’ requests in 2018.

In 2017, Budget Monitor was awarded with several outstanding awards,
most notable of these:

- Public Participation in Fiscal Policy and Budget Making Award by Global
Initiative for Fiscal Transparency (GIFT);

- United Nations World Summit Award of digital innovations in the cat-
egory of the Government & Citizen Engagement;

- Georgia's IT Innovation (GITI) award in the category of the Best Online
Information Resource.

Budget Monitor stands for a workable digital solution to engage citizens
in PFM of Georgia. Thus, SAOG plans to further improve the platform and
incentivize citizens to be engaged and enjoy even more comprehensive
and far-reaching supervision of the government spending that ultimately
results in improved public service delivery and consequently - in good
governance.



Office of the Auditor
General of Norway

THE OAGN DATA

Introduction

Private audit companies are implementing automat-
ed audit at full speed. How can Supreme Audit Insti-
tutions make use of new audit technology? At OAG
Norway, we have established a small experimental
development outfit, working almost as a tech start
up, to solve challenges posed by the rest of the organ-
isation. A small team of data scientists with a lot of
administrative freedom has already yielded a number
of solutions and effective approaches to audit auto-
mation.

The OAGN Data Science Project

Data retrieval, data preparation and analysis are key
and often time-consuming activities in any audit as-
signment. In recent years, developments in this area
have accelerated, not least thanks to a sharp increase
in the amount of data available, developments in
terms of computer power, and development of sys-
tems and applications to handle large amounts of
data. This provides completely new possibilities for
data analysis and provide great opportunities for
streamlining the audit.

The OAGN Data Science Project provide data services
for both financial audit and performance audit. For
example, we build on existing data capture solutions
to obtain more data on enterprise internal control and
data across transaction populations, to more effec-
tively verify the accounts.

With regard to storage, structuring and customiza-
tion, we are looking for a modern data warehouse/
data lake solution, where both qualitative and quan-
titative data from highly different sources can be
stored, easily accessible, and structured in a way that
makes use easy.

Audit Automation and Analysis in Financial Audit

In the near future, it will be possible to automate
much of standard financial audit. How so? It is about
numbers, it is highly standardized, and auditors basi-
cally do the same from cycle to cycle. This is really a
recipe for machines to take over. SAls have to realise
this. If we do not take advantage of the opportunities
that technology has to offer, we will eventually lose in
the competition with the private audit companies.

The Data Science Project has admittedly contributed
mostly with semi-automation so far - with a focus on
curating accounting data, meaning much less time
spent on searching for and cleaning of data for the
auditors. This means a lot less manual extraction and
merging of datasets.



The next step for the OAGN data science team regard-
ing financial audit is using machine-learning algorithms
to automate audit procedures. For example, why not
set up machines to automatically pinpoint dubious
transactions? If you have properly curated data on
every single transaction and you have the computing
power to analyse every transaction, why wouldn't you?
Thus, we believe that in the near future sample based
financial auditing will be outdated. Computer power
and machine learning algorithms will make automated
control of entire transaction populations possible. We
are not there yet, but we will and sooner rather than
later.

Audit Automation and Analysis in Performance
Audit

Webscraping and Text Analytics

Performance auditors find that a lot of information
is available for harvest on the internet, but that it is
often in PDF-format. Downloading hundreds of PDF
documents is a very tedious task if done manually.
In addition, it is very difficult to search across a large
number of PDFs. PDF is really “where information goes
to die". So how have we handled this?

First, we automate the download process through web-
scraping. By using a simple and short script written in R
or Pythonyou can download all PDFsin one go. No more
“click and save as” - just running the script takes care of
all the downloads from a website. You want to down-
load 15 000 PDFs? No problem. The next step is to make
the 15000 PDFs searchable in full text. Here we use the
search and analytics engine Elasticsearch to parse and
index the documents. Finally, we build a simple search

user interface for the auditors in R Shiny on top of
Elasticsearch. One of the advantages with Elasticsearch
is that is really, really fast. Searching through 15 000
documents in full text takes about 0.5 seconds.

Cloud Computing Power

What if you want to do analysis on millions of transac-
tions? And you really need heavy machinery? A physical
machine with enough CPU power and memory, which
you only will use occasionally, will cost you perhaps $10
000. You cannot possibly spend that kind of money on
something you will only use from time to time. Well,
enter AWS EC2 Spot. This is a spotmarket for surplus
computing power on Amazon Web Services, with
normally around 75 % discount. Renting mentioned
machine for, let's say, three weeks will set you back
perhaps $ 50. Yes 50. And it takes about 15 minutes
to set up. Just brilliant. So, like it or not: the future in
advanced analytics lies in the cloud.



TCA'S NEW ASSIGNMENT:

Having conducted IT audits for
more than 15 years, Turkish Court of
Accounts — TCA has a new assign-
ment in this regard. 2016-2019
National e-Government Strategy
and Action Planissued in July 2016
brought a new duty to the TCA:
“Ensuring efficiency of audit for
e-Government projects in public
sector.”

It is stated in the Strategy that; the
scope of e-Government concept
and implementations is constantly
expanding in line with develop-
ing technology, social demands
and trends, and the expectations
from e-Government activities are
getting increasingly higher. As a
natural result of this situation, the
number of e-Government projects
is growing from day to day.

On the other hand, the Strategy

also sentences that, the success

rate of e-Government projects is

substantially low due to some rea-

sons such as

- lack of required pre-project
(feasibility) analyses,

- decision-making failures,

- unclear definition of project
roles and responsibilities,

- lack of qualified staff,

- communication failuresamong
stakeholders,

- insufficient description of proj-
ect requirements,

- poor change management,

- poor risk management,

- neglecting information security
requirements, and etc.

Considering the above-men-
tioned reasons that result in failure
of e-Government projects, the
Strategy consequently stresses the
need for “efficient and generalized
audit” to avoid loss of functionality,
time and funds.

In this context, “ensuring the effi-
cient and generalized audit for
e-government projects in public
sector” is defined as an action

point in the Action Plan, and the
responsibility of the action is given
to the TCA.

According to the Plan, the action

has four main steps:

- Creation of the Audit Model for
e-Government projects,

- Preparation of the Audit
Guideline concordant with the
Model,

- Testing and finalization of the
Model and the Guideline,

- Generalization of audit in all
publicagenciesand institutions.

After the literature review in the
subject area and the examina-
tion of good practices in the audit
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For further
information about the
e-Government projects

audit model, please contact:
Davut Ozkul, at davutozkul@
sayistay.gov.tr or lhsan Cul-

haci, at iculhaci@sayistay.

community, the TCA has created
the Model, subsequently prepared
the Guideline, and in the current
situation, is conducting pilot audits.

The Model focuses on project suc-
cess and brings two main success
criteria for e-Government projects.

First is the completion

- within defined scope,

- within given budget and
- attargeted time.

Second criterion is ensuring

- user-satisfaction with appropri-
ate quality,

- information security require-
ments and

- compliance with national pol-
icies, entity strategies and
relevant legislation.

Proposing IT audit methodol-
ogy, the Model defines the audit
of e-Government projects as
“Examination and evaluation of
internal controls which are neces-
sary for successful completion of
e-Government projects according
tothe efficiency, effectiveness, con-
fidentiality, integrity, availability,

reliability and compliance criteria.”

The Model adopts a risk based
audit approach and groups the
controls to be examined and evalu-
ated under the following five main
areas:

- IT Governance/Management,
- Project Management,

- Information Security,

- Outsourcing,

- Process and Content.

According to the Model, important
and/or critical e-Government proj-
ects will be audited by the TCA via
its IT auditors. With regard to gen-
eralization, the TCA will carry out
trainings for its regularity auditors
and place a compulsory toolkit for
the audit of e-Government projects
in the Regularity Audit Guideline.

In addition to this, the Guideline
will be adapted for the use of
internal audit units in the public
sector and concurrent trainings for
internal auditors on IT audit will be
organized.



